
Monitoring, Red-Flagging, 
Blacklisting & Delisting
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Dealing with “Bad” Addresses

• Monitoring: some tools allow you to set up 
notifications to inform you when assets are 
transferred.

• Red-Flagging: addresses may be reported to 
government agencies or to private sector entities.

• Blacklisting & Delisting: addresses may be 
banned from platforms, delisted from exchanges or 
excluded from interacting with smart contracts or 
DeFi platforms.
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MONITORING
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Smart Phone Apps

• Crypto Wallet Watcher
• Bitcoin Address Tracker

• Not recommended for Law Enforcement
• The tools will see and possibly share addresses that 

you are watching.
• Apps may leak data from your smart phone.

https://play.google.com/store/apps/details?id=net.cryptowalletwatcher.androidr&hl=en_CA&gl=US
https://apps.apple.com/us/app/bitcoin-address-tracker/id1465853490
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Investigation Tools

• Chainalysis and other tracing tools may allow 
you to monitor addresses and set up automated 
notifications when assets move to or from them.

• Email notifications can be set to be sent to 
multiple individuals.

• Email notifications may be instant or daily.
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Law Enforcement Tools

• Address Watcher (Europol EC3)

• May be downloaded from 
Europol EC3 site

• Works on several different 
blockchains

• Command line tool:
• Uses configuration files
• Specify address to watch
• Specify email address to 

send notifications to

https://epe.europol.europa.eu/documents/2257409/0/AddressWatcher.zip/1534e00a-b76a-4bf8-bb44-8887c22836bd?version=1.0&t=1568806582037
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RED FLAG INDICATORS
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Red Flags

• Financial Intelligence Units such as FINTRAC, 
FINCEN, AUSTRAC maintain lists of red-flagged 
addresses as well as indicator typologies.  

• Government and international regulatory 
agencies may maintain red flag lists or provide 
red flag indicators.

• Private sector lists exist which the public may 
use to submit addresses and other information.
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FIU (FINTRAC)
Money Laundering Red Flag Indicators

https://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/in
dicators-indicateurs/vc_mltf-eng 

https://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/indicators-indicateurs/vc_mltf-eng
https://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/indicators-indicateurs/vc_mltf-eng
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Potential Red Flags of Money Laundering 
Activity through NFTs
• Excessive volume of incoming transfers from multiple 

third parties (individuals/or companies).  The funds are 
then depleted via email money transfers, wire transfers 
and payments to NFT marketplaces shortly after 
receipt.

• Payments sent to NFT marketplaces that allow for 
purchases with credit cards and have minimal KYC 
procedures.

• Client responded to online job advertisements that 
require the use of personal bank accounts involving 
suspected flow-through activity towards NFT 
marketplaces.



UNCLASSIFIED - NON CLASSIFIÉ

13

Potential Red Flags of Money Laundering 
Activity through NFTs
• Frequent trading of NFTs between digital wallets 

controlled by the same individual.

• Continuous trade of the same NFT over multiple 
hops involving different wallet addresses.

• Proceeds sent to multiple private wallets, 
decentralized finance services and mixers (Wasabi 
Wallet, CoinJoin mixers and Tornado Cash)

FINTRAC, (November 2022). Exploring the Money Laundering and Terrorist 
Financing Activity Implications of Non-Fungible Tokens. SIRA-2022-009.
Strategic-stragegique@fintrac-canafe.gc.ca 

mailto:Strategic-stragegique@fintrac-canafe.gc.ca
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J5
NFT Red Flag Indicators

https://www.irs.gov/pub/irs-utl/j5-media-release-4-28-2022.pdf 

https://www.irs.gov/pub/irs-utl/j5-media-release-4-28-2022.pdf
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FATF
Virtual Asset Red Flag Indicators

https://www.fatf-gafi.org/publications/methodsandtrends/documents/virtual-ass
ets-red-flag-indicators.html 

https://www.fatf-gafi.org/publications/methodsandtrends/documents/virtual-assets-red-flag-indicators.html
https://www.fatf-gafi.org/publications/methodsandtrends/documents/virtual-assets-red-flag-indicators.html
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CipherTrace
Virtual Asset Red Flag Indicators of Money 
Laundering and Terrorism Financing

https://ciphertrace.com/virtual-asset-red-flag-indicators-of-money-laundering/ 

https://ciphertrace.com/virtual-asset-red-flag-indicators-of-money-laundering/
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TokenSniffer

• https://tokensniffer.com/ 

https://tokensniffer.com/
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TokenSniffer

• Performs automated analytics on token projects 
and addresses:
• Is the token sellable?
• How may tokens are held by the seller
• Liquidity analysis

• Searchable by name or address
• Metrics may not indicate whether it actually is a 

scam
• May be useful as a starting point in an evaluation of 

a token.

https://tokensniffer.com/ 

https://tokensniffer.com/
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Token Sniffer - Exercise

https://tokensniffer.com/ 

1. Search for “Squid”

2. Compare Calamari Squid and ElonSquidMusk 
analytics

3. Do the projects appear to be scams or possibly 
malicious according to the analytics?

4. Why?

5. Which is more likely to be a scam?

https://tokensniffer.com/
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RED FLAGGED ADDRESSES
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ChainAbuse

• Chainabuse is a multi-chain community based tool 
to report scams, hacks, and exploits.

• Users may file reports as well as upvote or 
downvote reports.

• The community identifies scams and defines what is 
most useful for others through upvotes and 
downvotes.

• Chainabuse is funded by a collective of web3 
communities, businesses, protocols, and 
foundations as well as TRM Labs

https://www.chainabuse.com/ 

https://www.chainabuse.com/
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Chainabuse - Exercise
Search for the following Addresses.  What information 
is given?

1. 12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw 
(Wannacry)

2. Bc1qxy2kgdygjrsqtzq2n0yrf2493p83kkfjhx0wlh 
(Twitter scam)

3. 0xd96f2B1c14Db8458374d9Aca76E26c3D18364307 
(Tornado Cash sanctioned address)

4. 0x5DD596C901987A2b28C38A9C1DfBf86fFFc15d77 

(Wonderland scammer)

5. bc1q8fr92crfwta4a9f9j427mh5zwg3uzar85d5hgu 
(Instagram Bitcoin scammer)
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Bitcoin Abuse Database
https://www.bitcoinabuse.com/ 

• BitcoinAbuse.com is a public database of bitcoin 
addresses used by scammers, hackers, and 
criminals.

• Reports can be made anonymously or with 
contact information.
• Complainants can share their contact info and  have 

it shared with law enforcement.
• https://www.bitcoinabuse.com/reports/create 

• Bitcoin addresses are searchable.
• Description of the abuse (e.g. sextortion) is 

included.
• Links to transactions may exist.
• Copies of the database can be downloaded using 

APIs
• https://www.bitcoinabuse.com/api-docs 

https://www.bitcoinabuse.com/
https://www.bitcoinabuse.com/reports/create
https://www.bitcoinabuse.com/api-docs
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Bitcoin Abuse Database

• Anyone can submit a report
• Contains a great deal of spam
• May be unreliable – little or no verification
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Bitcoin Abuse Database

https://www.bitcoinabuse.com/ 

https://www.bitcoinabuse.com/
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Bitcoin Abuse - Exercise

• Search for the following address: 
1QAVaukg4es84us9XRTaPqztYB1XXoXEdA

1. When was it first reported, and for what abuse 
type?

2. When was it last reported, and for what abuse 
type?

3. How many reports were made regarding it?

4. How many deposits were made to the address?

5. How many withdrawals were made from the 
address?

https://www.bitcoinabuse.com/ 

https://www.bitcoinabuse.com/


UNCLASSIFIED - NON CLASSIFIÉ

30

Bitcoin Abuse Exercise

• Search for the following address: 
bc1qm34lsc65zpw79lxes69zkqmk6ee3ewf0j77s3h

1. When was it first reported, and for what abuse 
type?

2. When was it last reported, and for what abuse 
type?

3. How many reports were made regarding it?

4. Is there anything odd about the reports?

5. How many withdrawals were made from the 
address?

https://www.bitcoinabuse.com/ 

https://www.bitcoinabuse.com/
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Bitcoin Abuse Exercise (cont.)

• Examine the address in Bitinfocharts.
• Is the address still active?
• How may bitcoins are in it?
• What is the dollar value of the bitcoins in it?

• Examine the address in Bitcoinwhoswho
• How many billion dollars worth of bitcoin did it 

receive?
• What does this indicate about the individuals 

behind it.

https://bitinfocharts.com/
https://www.bitcoinwhoswho.com/
 bc1qm34lsc65zpw79lxes69zkqmk6ee3ewf0j77s3h

https://bitinfocharts.com/
https://www.bitcoinwhoswho.com/
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Bitcoin Who’s Who

https://www.bitcoinwhoswho.com/
• Track who's who in the world of Bitcoin 
• Check Bitcoin Addresses to see if they have been 

reported as scams.
• Report a scam address.
• Information depends on reports which may not have 

been properly vetted.

https://www.bitcoinwhoswho.com/
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Bitcoin Who’s Who

• Bitcoin Who’s Who allows users to check  
addresses and see whether there have been scam 
alerts associated with it.

http://bitcoinwhoswho.com
• WannaCry: 13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94
• Quadriga Cold Storage: 1MhgmGaHwLAvvKVyFvy6zy9pRQFXaxwE9M
• Mueller Investigation: 1LQv8aKtQoiY5M5zkaG8RWL7LMwNzVaVqR
• Twitter Scam: bc1qxy2kgdygjrsqtzq2n0yrf2493p83kkfjhx0wlh
• Dmitri Karasavidi : 1Q6saNmqKkyFB9mFR68Ck8F7Dp7dTopF2W 

http://bitcoinwhoswho.com/
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Bitcoin Who’s Who Exercise

https://www.bitcoinwhoswho.com/

• Look up the following BTC Address 
13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

1. Does it show up as a fraudulent address?

2. How many times has it been reported?

3. How many BTC/USD has it received?

4. What scam is it associated with?

5. Can the address be found on web sites?

https://www.bitcoinwhoswho.com/
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Dune Analytics
(Ethereum based tokens)

• Dune Analytics lists stablecoins which have 
been banned inside their smart contracts.

• You will need to examine the addresses further in 
EtherScan or other tools to obtain details.

• Banned stablecoin Addresses Overview https://dune.xyz/bt/St
ablecoins:-Addresses-Banned

• Tether (USDT) https://dune.xyz/phabc/usdt---banned-addresses 

• USD Coin (USDC) https://dune.xyz/phabc/usdc-banned-addresses 

• Paxos Standard Token (PAX) https://dune.xyz/phabc/pax---banned-
addresses 

https://dune.xyz/ 

https://dune.xyz/bt/Stablecoins:-Addresses-Banned
https://dune.xyz/bt/Stablecoins:-Addresses-Banned
https://dune.xyz/phabc/usdt---banned-addresses
https://dune.xyz/phabc/usdc-banned-addresses
https://dune.xyz/phabc/pax---banned-addresses
https://dune.xyz/phabc/pax---banned-addresses
https://dune.xyz/
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Dune Analytics (USDT)

Search for the following addresses in Dune:

1. 0x4688a8b1f292fdab17e9a90c8bc379dc1dbd8713

2. 0xc1bec32be8a68346ad9dabbb0a67ce220d43997c

3. 0xeb963da0ea2d53bfb930edc76f994fca2de7fe5f

4. 0xf5e9f38e559cf86b5eca5e78c4dc71e2268660d0

5. 0x9faf5515f177f3a8a845d48c19032b33cc54c09c

When were they banned?

https://dune.xyz/phabc/usdt---banned-addresses 
https://dune.com/queries/5866/11619 

https://dune.xyz/phabc/usdt---banned-addresses
https://dune.com/queries/5866/11619
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BLACK-LISTING & DELISTING
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Black Lists
• Addresses or Individuals may be banned from 

cryptocurrency or token platforms.

• Addresses may be blacklisted and banned from 
interacting with smart contracts (including 
decentralized platforms).

• Problematic tokens or cryptocurrencies may be 
delisted from Exchanges or other services.

• Often this is done to reduce financial or legal 
risks to the business.
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Blacklists are just lists of addresses

• Anyone can create a 
blacklist

• Blacklists can be 
integrated into tools and 
software

• Virtual asset service 
providers (VASP) may 
use blacklists to flag 
activity or deny services.
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RCMP Alert sent
to Exchanges & FINTRAC
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Bitcoin addresses can be blacklisted

• Bitcoin addresses associated with criminal 
activity, terrorist financing, or other activities can 
be blacklisted.

• Bitcoin addresses associated with such as 
gambling, high risk exchanges or other entities 
or entities can be flagged in tracing, reporting or 
monitoring tools.

Blacklisting a Bitcoin address does not stop 
the address from receiving or sending bitcoins.
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Ethereum addresses can be blacklisted

• Ethereum addresses can be added to many 
blacklists.

• Tokens constructed on the Ethereum Blockchain can 
be blacklisted on platforms

• Blacklisted Ethereum as well as Blacklisted Tokens 
can be flagged in tracing, reporting and monitoring 
tools.
Blacklisting an Ethereum address does not stop its 

owner from receiving or sending ether.
Blacklisted Ethereum addresses or Token addresses may result in 

the freezing, receiving or the spending of tokens. 
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Blacklisting ETH Tokens

• Tether (USDT) started blacklisting 
addresses in 2017

• When CENTRE (USDC) executes its 
blacklist function for a particular address, 
the USDC in the address is locked and 
cannot be used for on-chain transactions. 

• Blacklisting and freezing tokens has been 
used to return stolen funds.
• This is not usually possible however.

Whether or not a token can be frozen 
depends on whether that functionality 
has been programmed into its smart 

contract.

https://cryptobriefing.com/tether-can-freeze-your-usdt-39-addresses-containing-millions-blacklisted/ 
https://cryptobriefing.com/100000-usdc-blacklisted-highlighting-importance-decentralized-stablecoins/ 

https://cryptobriefing.com/tether-can-freeze-your-usdt-39-addresses-containing-millions-blacklisted/
https://cryptobriefing.com/100000-usdc-blacklisted-highlighting-importance-decentralized-stablecoins/
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Blacklists can be coded into software

• In 2014 a coder for Linux Gentoo blacklisted a 
number of address prefixes.

• Other coders fought back with a patch.
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Binance and other Exchanges actively 
delist tokens

https://www.binance.com/en/support/announcement/c-161 

https://www.binance.com/en/support/announcement/c-161
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Coinbase delists tokens
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Coinbase exercise

• Search Coinbase to see if the following tokens are 
listed on Coinbase:
• Monero
• Terra Luna
• Doge

• Search the Internet to discover why some of these 
popular coins may have been delisted.

https://www.coinbase.com/browse 

https://www.coinbase.com/browse
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Binance Exercise

Go to the Binance Exchange web site:
https://www.binance.com/en/buy-sell-crypto 

1. Are you able to buy Monero (XMR)?

2. Are you able to buy Dogecoin (DOGE)?

3. Are you able to purchase Terra (LUNA)?

4. Why do you think that one of the coins can be 
purchased on Binance but not on Coinbase?

https://www.binance.com/en/buy-sell-crypto
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Some miners may refuse to mine 
blacklisted tokens
• Miners choose the transactions that they wish to 

mine
• Miners use MEV programs (Maximum Extractable 

Value) to decide which transactions to include in a 
block.

• Miners’ MEV programs may examine addresses to 
see if they are blacklisted or sanctionned and refuse 
to mine them if they are.

• This is currently being seen on the Ethereum 
blockchain.
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https://www.mevwatch.info/ 

https://www.mevwatch.info/
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